Using the “Report Phishing” Button

The purpose of the Report Phishing button is to allow SCCCD users to report suspicious
emails that make it through to your inbox. Messages reported through the “Report
Phishing” button will be analyzed and, if confirmed as a phishing message, can be
safely quarantined and removed from other district mailboxes.

When to Use the Report Phishing Button

Click the Report Phishing button if you believe you have received a phishing email or any
potentially dangerous email. The phishing email you report will be automatically deleted from
your inbox and forwarded to the IS department for analysis. The Report Phishing button should
only be used to report emails you believe may potentially contain malicious content. Do not use
the Report Phishing button to report spam or marketing emails.

How to Use the Report Phishing Button
For Outlook users (Windows and OS X), the Report Phishing button will appear at the
top of your Outlook client (see below).

Location of the "Report
Phishing" button in the
Outlook email client.
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For Outlook over the web users (Windows and OS X), the Report Phishing button is

called “Phish Alert” button will appear under the --. (ellipse) icon to the right of the
message (see below).
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To report an email as a phishing email:

1. Click the Report Phishing button while the email is open.



2. A prompt will ask you if you want to report the email as a phishing email. Click
Yes if you'd like to report the email, or click No to not report the email.

3. If you click Yes, the email is removed from your inbox. The email will be
evaluated and if it is legitimate, it will be returned to your inbox. If it is
determined to be a phishing email, it may be removed from all user SCCCD
email inboxes.

Getting Help and Additional Information

SCCCD users are the first and best line of defense to protect against dangerous phishing emails.
Avoid clicking on links, calling phone numbers provided in unsolicited emails, or sending cash or
gift cards to anyone in response to an unsolicited email that requests immediate actions. A list
of cybersecurity and data protection tips can be found on the SCCCD portal.

Please call or e-mail your local helpdesk with any questions or concerns you may have.


https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapps.scccd.edu%2Fcyber%2F&data=04%7C01%7Candrew.prestage%40scccd.edu%7Cddd659f84127403f1a0c08d98f7a1756%7C82cf0ca31c1c4685a3045b45ed171ea8%7C1%7C0%7C637698576970163333%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=DOFmkhFOnAxr6%2BFdWiEWgLr1qnvNSFNaXXUemIUMNO4%3D&reserved=0
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